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Changes in Revision 1

« Minor corrections and text changes.
o Added new location for RWG .ISO files.
« Added section on Config Templates.

Intended Audience

This document shows supported topologies, basic navigation and step-by-step procedures to manage and
configure the basic functions in RWG.

This document is written for and intended for use by technical engineers with background in switching, Wi-Fi
design and 802.11 wireless engineering principles.

For more information on how to configure RUCKUS products, please refer to the appropriate RUCKUS user guide
available on the RUCKUS support site at https://support.ruckuswireless.com/

The RWG documentation is embedded in the product.
You can access it by navigating to https://{your RWG IP address}/admin/manual/help online
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https://support.ruckuswireless.com/

gy RUCKUS

COMMSCOPE

Overview
This document includes the following sections:

» Supported Topologies

» Basic Ul Navigation

« SSH Keys and SSH Access

o SSL Certificates

e Network Topology Diagrams
« RWG Software Upgrade
 RWG Backup and Restore

« Config Templates

« Basic Troubleshooting
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Supported Topologies

RWG stands for RUCKUS Wireless Gateway, and as such, it is a router running NAT and DHCP, plus a RADIUS
server, NAC and many other services.

Its main usage is at the edge of an enterprise network, branch office, hotel property or MDU/MTU, where it can
control the incoming and outgoing traffic, using packet filters and rate limiting, act as SD-WAN/VPN endpoint,
and apply policies to the wireless and wired devices in the internal network.

Therefore, in most environments, RWG is installed locally, even though it is also possible to install it remotely for
specific use cases. The SmartZone controller installation can be local or remote.

The next section shows the details for the supported topologies.

Local RWG and SmartZone

In this topology RWG and SmartZone are local to the hotel property, MDU, enterprise network, etc.

‘

Hotel property, MDU, etc
ISP router 1

‘ igb0 — public address

igh3 — private address
[

ICX switch uSSEEmE C;)

virtual
‘ SmartZone
RUCKUS
access points
s
—

FIGURE 1 — LOCAL RWG AND SMARTZONE

5 Deployment Guide © 2023 CommScope Inc. All rights reserved.



RWG acquires a public IP address from the ISP router and provides private IP address to the devices and clients
connected at the LAN side. Microsegmentation is fully supported, and its configuration is automated by RWG.
The ICX switch and the SmartZone controller are configured by RWG automatically. SmartZone acts as a proxy
authenticator, and RWG is the RADIUS/NAC server.

Note: It is possible to use a private IP address in the RWG WAN interface, but in that case SD-WAN features like
IPsec VPNs may not work.

Local RWG and Remote SmartZone

In this topology RWG is local and SmartZone is installed in a remote location.

virtual
Q—(;) SmartZone

Hotel property, MDU, etc
ISP router Q'
=, |

igb0 — public address

commscore

igh3 — private address

ICX switch o B HH

RUCKUS
access points

L
v

FIGURE 2 — LOCAL RWG AND REMOTE SMARTZONE

As with the previous topology, RWG acquires a public IP address from the ISP router and provides private IP
address to the devices and clients connected at the LAN side. Microsegmentation is also fully supported, and its
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configuration is fully automated by RWG. The ICX switch and the SmartZone controller are configured by RWG
automatically. But in this topology, SmartZone acts as a non-proxy authenticator.

This topology will work equally well as the topology where RWG and SmartZone are local to the network.

Local RWG and Remote SmartZone

In this topology both RWG and SmartZone are installed in a remote location.

& A C > virtual
‘I ] IRWG | Q - SmartZone

‘ Hotel property, MDU, etc

o

ISP router \

g

ICX switch e B HHH
[
RUCKUS
access points
>
S

FIGURE 3 — REMOTE RWG AND REMOTE SMARTZONE

Microsegmentation is not supported when RWG is installed remotely. For every microsegmentation use case,
RWG defines the VLAN assignments and the DHCP scopes used by the clients. The RADIUS response from RWG
with the VLAN assignment will reach the wireless clients, but the client's DHCP request will fail, because there is
a router between RWG and the client network. RWG does not have control on that router. The router would
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need to be manually configured with DHCP helper services for all scopes provided by RWG, and that may not be
feasible in many cases.

Apart from that, there are specific use cases that do not require microsegmentation — like providing simple WiFi
access to the wireless clients using authentication portals and billing — and that is fully supported in this
topology. Because SmartZone is also remote, it is configured as a non-proxy authenticator.

Default Security Rules

A fresh installed RWG has a WAN and a LAN subnet, a NAT entry configured for the WAN uplink, a DHCP scope
enabled for a LAN interface using the network 192.168.5.0/24, and a Block Subnets policy applied to all local
subnets by default.

All traffic initiated from clients at the LAN side is allowed to go to the Internet, but if different subnets and DHCP
scopes are created at the LAN side, the client traffic between any local subnets will be isolated.

If required, the block subnets policy can be disabled, or specific hosts can be whitelisted.

Hotel property, MDU, etc

ISP router

ccccccccc

virtual
SmartZone

ICX switch

192.168.5.0/24 192.168.30.0/24

FIGURE 4 — DEFAULT SECURITY RULES
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Basic Ul Navigation

Login and Logout

To login to RWG, type https://{RWG ip address}/admin in your browser.

RWG does not have a default administrator account. One or more accounts should have been created during the

RWG installation process. Enter the credentials and click Authenticate to login.

& https://rwg-mm.ruckusdemos.net/admin

FIGURE 5 - RWG LOGIN

RUCKUS

RWG

WAN GATEWAY

Authentication Required

Login admin
Password  [ssssessees

you were logged out

poweredby MG NELS

Right after login, the Instruments panel is shown. To logout, click logout admin.

(f|RWe

System Network

TSI 1cx 7150-5 [192,168.5.10] s OFFLINE...

Uplink in @ Uplink out

SIUSUIAIESU]

Bils per second

1181
Tue 1124 Tue 1124 Tue 1/24
5:52 PM 813PM 938 PM

Aggregate WAN Throughput

Dawnload Upload
«
0 SBAK 100M 0 35K 100M
bos bos

05:43.07 PM PST ‘ rwg-mm.ruckusdermos.net ‘

Identities Policies

logged in successfully

rwg-mm.ruckusdemos.net - Uplink

Bitrate - Past 1 Day

Wad 125 Wed 1/25 Wed 1125 Wed 1725 Wed 1125
210AM 433AM 558 AM 7:20 AM 8:43 AM
DF
L]
Packsts Out CFU
‘ l » o«
R T [T

FIGURE 6 — LOGOUT

help build 14.525 | logout admin I ( ) @ searcn

Wed 1125 Wed 1/25 Wod 1/25 Wed 1125 Wed 1125
10:06 AM 11:30 AM 2:16PM 340 PM 5:52 PW
System Utilization ®
Memory Disk Temperalure
o 48 % [ n wc W
s c8
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The RWG User Interface

Navigation in the RWG Ul starts at the top menu. The diagram below shows all menu options displayed at the

I RWG' 061221 PM PST rwg-mm.ruckusdemos. net help build 14525 logout admin ‘ E
| A Network ‘ | Services Identities Policies Billng Archives Instruments
> Admins WAN | DHCP Transient Captive Portal Plans Notification Logs MAC - DHCP - DNS
u I
Backup NAT DNS Accounts it Content Filtering Gateways Reports Connection States
b
=) Tokens i i
5 Certificates LAN RADIUS Event Triggers Coupons Admin Logs e e
e
g Cluster Routing VPN Groups Interstitial Redirection Customers Connection Logs T a—
=l
" Fleet Wired Notifications Shared Credentials Packet Filters Transactions DHCP - DNS Logs )
NAT Assignments
Licenses. Wireless Conference Tool LDAP Client Packet Forwards Partal Logs. .
Network Monitor
| Notes RADIUS NAS eue Logs
Location 10T Hubs Payload Rewriting Qui l ‘
Route Entries
Options ol eantar Definitions Persistent Caching RADIUS Logs bt !
. Systemn Info
Je 1724 Tue 1724 Tue 17124 Wed 1725 Wed 1125 i 125 Wed 1125 Vied 1726 i b 1128
RS 13 PM 8:36 PM 100FM  Servers 3i0AM 4:33AM TrfficShaping A 1008AM A | TmGgerLogs [ 6 PM
Traffic Rates
Update
P ‘Virtualization Uplink Control ‘Web Logs
NG | PO [ P
Jlog Files | Utilities
Aggregate WAN Throughput ° System Utilization °
Upioad Packets in Packets Out cPu Mamory Disk Temperaturs
« ‘ ‘ ‘ l » o« ‘ »
DoanaK 10w IR TI voom s R LT BT o Em W 0 smac @

bos Boa

ot

FIGURE 7 — RWG USER INTERFACE

RWG uses scaffolds. Scaffolds are the forms and tables used throughout the RWG user interface.

In the example below, we navigated to Network/Wired, and we see scaffolds for Switches, Switch Fabrics,
Switch Port Profiles and Switch Ports.

System
Switches
Neme. Online
D e

Switch Fabrics

Hame

Switch Port Profiles

Mame Default

Switch Ports

Name

Type Host
Switches

Ports

Switch erofile

Services

Monitoring

@

Management |-SID

Effective

Number
profile

Config syne status

Identities Policies
Location Pms
Model ‘Version Ports
events rooms.
ack ' a
o 0
Manual area Erimary BALAN IO
M ur
ociia rapus  Teeeed Routed ntagged
converters VLANGS) VLANS VLAN
Port oM
Shutdown Status Link Neighber
Speed Room
¢ ®
£
t @
b i

FIGURE 8 — RWG SCAFFOLDS

Billing

Archives Instrurnents
Columns () Refresh [ Export #¥Batch § Zoom 7 Help ‘A Search & Create New
Manitaring
Manual Other
intenal
h 1
4 Columns. L) Refresh [ Export #¥Batch § Zoom 7 Help 4 Search & Create New
Secondary BVLAN ID
4Columns () Refresh [ Export #¥Batch § Zoom 7 Help '\ Search & Create New
Rkl Lt Shutdown Aczount
sp Part
4 Columns (JRefresh [ Export #¥Batch | Zoom 7 Help ‘A Search
VLAN Tag
Assignments
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The most common scaffold options appear in this example:

VLAN Interfaces i Columns {)Refresh [ Expott #¥Batch § Zoom 7 Help \ Search © Create New

(m] Name 9 Physical Interface - Service VLAN Parent WLAN IDs I-5iDs Autaincrement Addresses Switch Port Profiles WLANS

FIGURE 9 — THE VLAN INTERFACES SCAFFOLD
» Columns: Allows you to select which columns will be displayed in the table.
» Refresh: Click to refresh the items in the table.
« Export: Allows you to export the items in the table using .CSV, .XLSX or create config templates using YAML.

« Batch: Used to delete table items. Hover over Destroy to see listed or marked, to delete all items in the table
or only the checked items.

» Zoom: Opens a new window to display the table only.
» Help: Shows a context-based help for the scaffold.
« Search: Allows you to filter items in the table. Only the items that match will show.

« Create New: Allows you to create a new item in the table.

RWG Shutdown

If RWG is installed in bare metal, you can shutdown RWG by simply pressing the power on/power off button in
the server, provided that this starts a graceful shutdown (i.e., the services and OS stops, the disks are
unmounted, etc). Do not use the power on/power off button if it powers off the server immediately.

A safer way to do a shutdown is to click System at the top menu, then scroll down and click Shutdown.

System Switches

Backup History

lIBackup Time Size Download c Reboot i Factory Reset
Daily Backup 3 hours ago 10.4 MB download

Daily Backup 01/24/2023 08... 12 MB download

Daily Backup 01/22/2023 04... 12.3 MB download |
(») Shutdown

FIGURE 10 — SHUTDOWN
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SSH Access

You need to install a public SSH key in RWG's administrator accounts in order to access the RWG console via
SSH. Let's start by creating a new administrator. Navigate to System/Administrator and click Create New.

[ Administrators 5 Show Remote | Columns () Refresh [ Export #3Batch § Zoom ' Help .Seardl |
O Login Service Account Email Role First name Last name Company SSH Keypairs
D admin Super User Joumnal SSHKeys APlKeys Edit Show
1 Found

FIGURE 11 — CREATE A NEW ADMINISTRATOR ACCOUNT

The Create Administrator form will show:

Create Administrator

Login Imaroelo |

Service Account D if checked admin will be used only for API key and will not have admin gui access

Password and Confirmation I""""" I [o--m-m l
Email

Role Super User v

Session Timeout (minutes) =

optionally override the Admin Role's session timeout value (if the role allows it). O disables expiration, leave blank to inherit from role
Contact (Hide)

First and Last name

Company

Department

Mobile

Office

Preferred email ~

Note

Remote Console (Show)

> N

Create ‘ Cancel

L J

FIGURE 12 — CREATE ADMINISTRATOR

Enter the following information:

» Login: Enter a username
« Password and Confirmation: Enter the password.

Click Create to finish.
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Let's now see three methods to create a SSH key pair:

e Using MacOS in a Mac computer
o Using Termius in a Mac computer

e Using PuTTYgen in Windows

Create a SSH Key Pair Using MacOS

Open a terminal in your Mac computer and enter the command ssh-keygen -b 4096 -t rsa, then
follow the instructions.

You can keep the proposed filename (id_rsa) and the passphrase (empty).

Marcelos-MacBook-Pro:home marcelo$ ssh-keygen -b 4096 -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/Users/marcelo/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /Users/marcelo/.ssh/id_rsa
Your public key has been saved in /Users/marcelo/.ssh/id_rsa.pub
The key fingerprint is:
SHA256:FYtaYInF46fMCvQz1z2Qovg2XUNbMfLixsYPHaoll2s marcelo®@Marcelos—-MacBook-Pro.local
The key's randomart image is:

+———[RSA 4096]--——+

| 0=. .

| .0.+.00
| .0=00
| . O%.=

| 0 0.0S% o
|0+ Ak

| .0Q@ %o
| + E

| o & .
+-———[SHA256]
Marcelos—-MacBook-Pro:home marcelo$

FIGURE 13 — CREATE THE SSH KEY PAIR

Use the command cat /Users/marcelo/.ssh/id rsa.pub to see the public key and copy the entire
string. Change the path to match your environment.

Marcelos-MacBook-Pro:home marcelo$ cat /Users/marcelo/.ssh/id_rsa.pub

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQDWBBMidgspiF+BO7WMTRrN1é6sMaPulDIaro/ITk112AQ2H33J5EKI4WKUSxgWe6+VNVNXsglGp
753j14zuZNHK775qUkWkyP82yusilLhORI2hFPOzWU1TdyvC31ZPkvHMor4KagC5qno+W2WE68WxVtrYeB7wiDs2JICeqGkFsKB30KwZdCvcObrxgPé
OLTOtEHE5126UjB1w8496baXXRtBCRXmbXHWuUfxRmv3ISaq+DsSrYNai6isnkspGXQVcCBf+tcfvfLNey+EwIvTPv4TLt1QtCIZQHVHSLNFXCCPyY

/1eDHIvJ6/q5EvrlkZqTMwHaHx+ApxMW6bqYKN/ /2nxK40kk9uzKcEAWZzX6776HP8px T/ Y51RuXjjomYBvtk6AM84QRuUyX0QfxLMyuvV2U7IP1CT2
aLRUH1SLUUZAGjVyiMiGDvvzNLriBMOnD1xXUTUNOr+Gxh0+P8kN+jURmpdeK7mATjdDubZTyHMvSfMwwICy f3W7Vdhga8I4cfl9zNpMwnJlg+jDN
XJImeSwBdHGF /SXRFpOTg1lRYzNkGGmB+WVyjgeOHOUUSifyIamLzB500d6ilMgs3a/VuoTERcqqps4L5BPdOvUghY93gALsMK2dp4UtHpIpEgLN32
kCZY/8h7u05Zt1BNBgwNWYHOkcT8pdFSeden8tRSpGAFggcEjQ== marcelo@Marcelos-MacBook-Pro.local

FIGURE 14 — COPY THE PUBLIC KEY
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Now, navigate to System/Administrators and click Edit on the entry where you wish to add the public key.

Administrators [i5Show Remote | Columns () Refresh [ Export #¥Batch § Zoom 7 Help A Search & Create New

O Login Service Account Role

O admin

First name Last name SSH Keypairs

FIGURE 15 — EDIT THE ADMINISTRATOR ACCOUNT

The update account form will show. Enter the following information:
« Name: Enter a name for the key

« Public key: Paste the public key you copied from the MacOS terminal.

o Authorized for Admin login: Make sure the checkbox is marked.

Update marcelo

Login marcelo

Pasaword and Confirmation

Ermnail

Role ‘Super User v
Session Timeout (minutes)

C | optionally override the Admin Role's session timeout value (if the

Contact (Hide)

First and Last name

Company

Department

Mobile

Office

Preferred emall V‘

Note

y
Remote Console (Hide)
SSH Keypairs (Hide)
Name Public key Autharized for Admin login
IHWG ssh-rsa

AAAAB3NZaC1yc2EAAAADAQABAAACAQDWBBMidgspiF +BOTWMRIN1ESMaP | 4fjcuy this key to log in a5 the
u1Dlaro/llk112AQ2H33J5EkI4WKUSxgWes+VNVNXsglGp7 5jldzuZNHK7 75qUKWK
yP02yusiLhORIZhFPOzWU1 TdyvC31ZPkvHMordKagC5gno+W2WEB8WxVirY0B7|
wiDs2JCeqGkFsK030KwZdCveObrxgPEOLTOtEHESJ26UjB1w8496baXXRIBCRX
mbXHWufxRmv3ISag+DsSrYNaiisnkspGXQVeCBf+tcfviLNey+EwJvTPv4TLHQLIC!
ZQHVHBLNFXCCPy/leDHIvJ6/q5EvrikZq TMwHaHx+ApxMWEbgYKN
/12nxK40kkuzKcEAWZX6776HP8pxf
[Y51RuXjjomYBvik6AMB4QRuyXOQfxLMyuV2UT7IPICT 2aLRUHISLUUZAGVYIMIG
DvvzNLriBMOnDIxXUTUNOr+GxhO+P8kN+URmpdeK7mATjdDubZ TyHMvSMww|

admin via $5H

Ulete =10l Cancel

Click Update to finish.

FIGURE 16 — UPDATE THE ACCOUNT
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Using the account where you copied the public key, connect from a MacOS terminal using the command
ssh username@FQDN-or-IP-address

Marcelos-MacBook-Pro:~ marcelo$ ssh marcelo?@10.0.0.144

The authenticity of host '10.0.90.144 (10.0.0.144)' can't be established.
ED25519 key fingerprint is SHA256:YdrzGctyybNeDSvhprgqJR909cOmxuVSHFFCXPSH7hA.
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.0.0.144' (ED25519) to the list of known hosts.

YOU CAN EASILY BREAK THINGS HERE
kKo ke ok kR okokkakk ook ok kiR sk ok ok okskok sk okokskak ook skakok sk ok skkokok sk okok ok sk kokskkokok ko kKol
CLI access is for troubleshooting and advanced integration only.

Please use the web GUI for all normal administrative operations.

https://rwg-mm.ruckusdemos.net/admin

Fakkokkokokokokok ok ok ok k ok k ok sk kok skl ok ok skok sk ke skok skok sk sk ok sk ok ok sk sk ok sk ok sk sk sk kok sk sk sk ok okok ko ok ok ok

FIGURE 17 — SSH CONNECTION TO RWG
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Create a SSH Key Pair Using Termius

Termius is a popular SSH client for Mac computers.

At the Mac's top menu, select Termius/Settings/Keychain, then click NEW/Generate new key:

®
Account
Invite People
Terminal
SFTP
Shortcuts

Known Hosts

Keychain

Theme Light

Documentation

Request a Feature

Report a Bug

Changelog

Version

a

E‘j Import or paste a key

I ? Generate new key

8 New Identity

rwg

000

Identities

mmolinari

Type ED25519

o MacOS$
n VPOC key

FIGURE 18 — GENERATE SSH KEYS USING TERMIUS

Enter the following information:

« Label: Enter a name for the key

o Key type: Select RSA

« Key size (bits): Select 4096

Generate Key -1

Label

RWG_MM
—

2048 1024

Passphrase

Save passphrase

Generate & save

& Grid v Arrange by: Date v

o Type ED25518
o vPOC key
id_rsa o ubuntu-aws.pem

RWG_MM

MIIJKQIBAAKCAGEAZ]YYIDFVCHCYNNC9X3J
72bhNyo7hTjAHNS4LRE2LORVWYPK
be0w2HSWbtWK78XjF6rKqwBspIwiViZtu6sh
WQjn2cvlasv8rbS5Ykf6éneolQdIxm
oUicafxbn0IougdvA+TLOKx/Pat+10N6YZLn
Xe0001e9TWXULEWP/ tcWIdPIkhO
X6r7RI25FipP2v+mKSy jgu+8TSLFeUZWQRAV
£9yB0zHx2z7ApUtODBCSZIUSQSLDO
1KYIOUUOQw38nz40Te/Hg5rTn1CZi1£DcsBd
agVBoM/TiPY45M5+wDMEdyUL1XTU6
OVtYKZWYd9KLbS4L/QiyHadNjVZ1lum+usNO
T£7Pv52zB3wYTYd5bVNT+LZXs3wID
NELNDLAREDT § aPOBAADY TNAVANF~TAT 1m2&
ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAACAQDONhgg
MW9XYK801yP1fcnvZuE3KjuFOMAefngtF/a0
5a/Bg8pt7TDY£1ZulYrvxeMXqgsqraGyn3CNW
Nm27ryFZCO£ZxXWVgXXytv1iR/qd6iVBOjGah
SJxp/FufQii6B28D5Ms4rH89Ig37X03phkudd
7RBCV71NZe4sTA/+1yNb108mSES fqvtEnbki
Kk/a/6YPLKOC7 7xOwsVSR1ZBF1V/3Luw7MEHP
SC1S3QMEL1k1T1CwSPSWRggSRTRDDEYfPgdh
78eDmtOeUIMLV8NywHhgBXygz90I9jjkzn7A
MWR3JSVANTO6+1gpnBh320tvngv+NCLIdpP02
NVmW6b67w05N/s+/nMHEBhNh31tU1P4tlezf
B 0

(COFY

FIGURE 19 — GENERATE KEY AND COPY THE PUBLIC KEY

Click Generate & save to finish, then copy the public key using the COPY button.
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Now, navigate to System/Administrators and click Edit on the entry where you wish to add the public key.

Administrators (i3 Show Remote ) Refresh [ Export #¥Batch § Zoom 7 Help A Search & Create New
Select All | Select None n
{ ‘J’H Service Account Dl'-'ma\ »‘ld” in Re \v[j First N'nw—Du\si I\.mwD(‘A,A-‘;m—)v:;,f,'\:.Ivl@;\ywl-—.

O Login Service Account Role SSH Keypairs

(] sdmir in urnal {} AP}

fj marcelc ma | di L
L_J shelaor

FIGURE 20 — EDIT THE ADMINISTRATOR ACCOUNT
The update account form will show. Enter the following information:
« Name: Enter a name for the key
» Public key: Paste the public key you copied from Termius.

« Authorized for Admin login: Make sure the checkbox is marked.

Update sheldon

Login sheldon

Password and Confirmation

Email

Role Super User v

Session Timeout (minutes) Z  optionally override the Admin Role's s

ssion timeout value (if the

Contact (Hide)

First and Last name

Company

Department

Maobile

Office:

Preferred emaill ~

Note

Remote Console (Hide)

SSH Keypairs (Hide)

Name Public key Authorized for Admin login

I RWG-Termius

T v 5 v
39fnBza%5dpHFtbJIEACOV1 cY2LxPIXJgluT]kSxvPJOy0cHaJCJOgU24nHJUESC
1Fbli8agsZRuEImDbzvWNV4vdOiOY91efLwAtBrejubqSoNKabodp2 EAdBYKygHD | Allow this key to log in as the
DIhk0OX38BBJGjasbxQspjrpeMYPSLwU +7jsKyhZYAvE05CAmI8rYZOHCSKuUQi45 | admin v
FObTYINE.J+ShUyVAk+ns1P/5kaVwu+VUCBR+IXhIY28bLrECWFjP/Y TzJPwB
[8PT+EEUpUTelBr8HL+EnR1jqUVxZIAzXh53ul3TBe6bt7419ds2pqCRwS5zQC37xg
Z0gmGSkeYHXDFnL++d
kAPgU40CEZt1 Ebxls4kJQBwgVZNaNpHddjCujlbSokadghADIASbABIXEGmMRzKB
5ch+8xBOwcTopJOLMTyNgzJ 1kQHT7ZdCLIBQP3vKBCVKBPTQ== Genarated
Py Termius

Create Another SSH Keypair
Cance'

Click Update to finish.

FIGURE 21 — UPDATE THE ACCOUNT
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On Termius, click Hosts/Add/New Host, then enter the following | [we | | |

information: r |

| 10.0.0.144.

« Address: Enter the IP address or FQDN hadati

Backspace as Ctrl+H

¢
« Label: Enter a name for the host Parent group Groups o
()
()

e SSH: Make sure SSH is on

o Username: Enter the account in RWG where the public key was

|

AN rwg-bio
K

copied |
« Set a Key: Click and select the SSH key pair you created earlier. — E
The host profile will be saved automatically. 25 (Default)
| shalcdon |
( ;?‘;VG,MM\ Remove

Set a Key Set an Identity

FIGURE 22 — CREATE A NEW HOST IN TERMIUS

Click on the host profile at the Termius main panel to connect to RWG:

Hosts

e ]

o RWG Home 192

[l H510-B
m

[« R750
=]

[« R550

m

[we ) Telnet 7850
m

ICX 7150-B
c

O RWG Home
[w. | ICX 7150 Office
o

Last login: Mon Jan 23 20:29:14 2023 from 10.0.0.180

Hosts

SFTP b7 NP Y INTINT 7
1Y === AL ENLE =

Port Forwarding |/|/ | | ] | | | I I \ I

Snippets

YOU CAN EASILY BREAK THINGS HERE

Hi KEKAKAKAKAKKKAKRKAKAKKKRAKRAAXARRKA AR RAA KA AR AR AR XA AR A Ak khhkhkkkhkhkk
istory

RWG CLI access is for troubleshooting and advanced integration only.

pos Please use the web GUI for all normal administrative operations.
RWG Home 192

https://rwg-mm.ruckusdemos.net/admin

ICX 7150-B

e e e e e e e e e e e S e T et

New RADsec proxy

RWG Home 192

FIGURE 23 — SSH CONNECTION TO RWG
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Create a SSH Key Pair Using PuTTYgen

PuTTY and PuTTYgen are popular SSH tools used in Windows computers. Type puttygen inthe search field at
the Windows bar to invoke PuTTYgen.

File Key Conversions Help

Key
No key.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Typeofkey to generate:

@ RSA (O DSA ()ECDSA (O EdDSA () SSH-1(RSA)
Number of bits in a generated key: [4096 ]

FIGURE 24 — CREATE A SSH KEY USING PUTTYGEN

Select RSA and enter 4096, then click Generate.

Move your mouse over the blank area to randomize the creation of the key pair.
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g PuTTY Key Generator

File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blank area.

Actions

Generate a public/private key pair

Generate

Load an existing private key file

Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
RSA DSA

Number of bits in a generated key:

FIGURE 25— CREATE SOME RANDOMNESS
After the key pair is created, click Save public key and Save private key to save them in your computer.

F PUTTY Key Generator

File Key Conversions Help

X

Key

Public key for pasting into OpenSSH authorized_keys file:

1 ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAACAQCp+hKDMcHAUXUOGuUX40x7g9tuJ3mAu A
[+TOZe6j3imVcGo/ZWXTKq/6uXJiutuWI0aSMGpQzPS+oU+sGejKHUczZWXTGu7HrKIOH7699cHK T
+qLnC2To0R1QS4cL/nhiFakTg4imqoy TPi5jrviwekgAYKuO6hlUi+9aduhES7dgYV5aETF

+eKXK3JGjkctDXQsnsUK172wp IMiwbvQ1dJFaSq0fBNJwadj1ULL8jys6QXY1z7UdY TsOiUad TZLoZoyyZRg8adiF0eqmh
Aoe8lovP8vUCGDeu

v

Key fingerprint |ssh-rsa 4096 SHA256:XuwcGdmZ6Hv T pINdvK25n43M8h/00S etUH+09ZxVtM

Key comment |rsa-key-20230123

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair

Generate
Load an existing private key file Load
Save the generated key I Save public key | I Save private key
Parameters

Type of key to generate:
@RSA ODsA (OECDSA (OEdDSA (OSSH-1(RSA)
Number of bits in a generated key: 4096

FIGURE 26 — SAVE BOTH KEYS

Open the file for the public key and copy its entire content.
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Navigate to System/Administrators and click Edit on the entry where you wish to add the public key.

Administrators i3 Show Remote | & Columns (. Refresh [ Export #¥Batch } Zoom 7 Help ‘4 Search @ Create New
O Login — Email Role First name Last name SSH Keypairs
0 marcelo Super Us WG o SHKeys Edt Delete  Show
O sheldor upe RWG-Te SSH Ke Edit Delete  Show
O simone uper Us Journal  SSH Keys Delete  Show

4 Found

FIGURE 27 — EDIT THE ADMINISTRATOR ACCOUNT
Enter the following information:
» Name: Enter a name for the key

» Public key: Paste the public key you copied from the file.

« Authorized for Admin login: Make sure the checkbox is marked.

Update simone

Login simone

Password and Confirmation

Email

Role Super User v

Session Timeout [minutes) 2 | optionally override the Admin Role's session timeout value (if the

Contact (Hide)

First and Last name

Company

Department

Mobile

Office

Preferred emal ~

Note

Remote Console (Hide)
SSH Keypairs (Hide)

Name Public key Authorized for Admin login

| Rwa-Putty || BEGIN Sshz PUBLIC KEY —
[Comment: "rsa-key-20230123"
AAAAB3NZAC1yc2EAAAADAQABAAACAQCH+hKDMcHAUXUOGUX40x7g8tul3m

Allow this key to log in as the
admin via SSH

/6uXJiutuWi0aSMGpQzPS+oU+sGcjKHUczZWrXTGu7HrKIOH
7699cHKT+qLnC2To0R1QS4cLinhiFakTqdImqoy TPi5SjrviwekgAYKuOBhIUI+8a
[duhES7dgYV5aE1F+eKXK3JGjketDXQsnsUK172wp 1MIwbvQ1dJFaSqOfBNJwadj1]
ULL8jys6QXY 1z7UdYTsOiUadTZLoZoyyZRgBadiFDeqmhAoe8lovP8vUCGDeu+FK]
VIU76mZoC2C5586L/Gp60OIL1 FDIFeSpmPcKOncFEPWNRptaPyM30g9ws+pRNI

Create Another SSH Keypair

FIGURE 28 — UPDATE ACCOUNT

Click Update to finish.
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Type putty in the search field at the Windows bar to invoke PuTTY.

Click Session and enter the FQDN or IP address for your RWG instance.

| B8 PUTTY Configuration X

Category:

— A | Basic options for your PuTTY session
Logging
=} Terminal [
i Keyboard Host Name (or IP address) Port.
Bell | [1000144 ][22
Features
=-Window
| . Appearance @ssH (OsSerial (OOther: | Telnet v
Behaviour ‘
Translation Load, save or delete a stored session
+-Selection | Saved Sessions
Colours
—}-Connection ‘ l -
Data | Default Settings Load
Proxy
—-SSH |
Kex
Hostkeys ; Delete
Cipher
= Auth
Credentials
GSSAPI Close window on exit
TTY OAways  ONever (@ Only on clean exit
X1 v

About S

FIGURE 29 — PUTTY CONFIGURATION

Specify the destination you wantto connectto

|  Connection type:

Save

Click Data and enter the account name in RWG where the public key was copied.

@ PuTTY Configuration X
Category:

= Session ‘ Data to send to the server
Logging : s

= Terminal Login details
Keyboard Auto-login usemame | simone |
E:Ialmres When username is not specified:

L Window @Prompt (O Use system userame (aheli)
Appearance Terminal details
Behaviour
Translation Terminal-type sfring [xterm J

i Selackon Terminal speeds !38400.38400 l

Colours

» Coactlon Environment variables
Data
Proxy Variable | || Add

[-SSH

Serial Value | ‘ Remove
Telnet
Rlogin
SUPDUP

FIGURE 30 — ENTER THE ACCOUNT NAME
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Click Credentials then click Browse... and select the file you saved earlier with the private key.

[ @R PuTTY Configuration

Category:
Logging A
—J- Terminal
‘ Keyboard
Bell
Features
—-Window
| Appearance
Behaviour
Translation
+-Selection
.. Colours
—J-Connection
Data
Proxy
=-SSH
‘ Kex
Hostkeys
Cipher
—-Auth
" [Credentars
GSSAPI
TTY
X1
Tunnels v

About

Credentials to authenticate with
Public-key authentication

Private key file for authentication:

X

iC‘\Users\ahell\OneDrive\Desktop\rwg‘ppk Browse... I
Certificate to use with the private key:
I || Browse..
Plugin to provide authentication responses
Plugin command to run
I
\
Open Cancel

FIGURE 31 — ADD THE PRIVATE KEY

Go back to Session, then enter a name for the session and click Save to save the configuration.

Finally, click Open to connect to RWG. Click Accept to continue.

@ rwg-mm.ruckusdemos.net

The hostkey is not cached for this server
10.00.144 (port 22)

You have no guarantee that the server is the computer you think tis.

The server's ssh-ed25519 key fingerprintis

ssh-ed25519 255 SHA256 Y drzGetyybNeDSvhprgqJRIOIOmxuVSHFFCXPSH7hA

fyou trust this host. press "Accept’ to add the key to PuTTY's cache and carry on connecting.

If you want o carry on connecting just once, without adding the key to the cache. press "Connect
nce”.

If vou do not trust this host. press "Cancel” to abandon the connection.

More info. Connect Once Cancel

FIGURE 32 — SSH CONNECTION TO RWG
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SSL Certificates

RWG comes with a self-signed SSL certificate. For production networks you will need a valid certificate. It's

recommended that a non-wildcard certificate be used. Some Windows computers might not work correctly
when using 802.1X-EAP, if RWG is configured with a wildcard certificate.

You can generate a CSR request from RWG directly. Your RWG instance needs to have a public DNS entry before
you start the CSR request.

In our example RWG will send the CSR to Let's Encrypt. Let's Encrypt offers free SSL certificates with the
following limitations:
« The certificate expires after 3 months (but it is renewed by RWG automatically).

« Let's Encrypt rate-limits the certificate renewals. Large service providers with hundreds of SSL certificates will
not be able to use Let's Encrypt.

« The security level of the Let's Encrypt certificates is not adequate for PCl transactions.

For large deployments, or for use cases not covered by Let's Encrypt, simply generate the CSR in RWG, then
download the CSR and send it to your preferred certificate issuer.

After you have a public DNS entry set and published for your RWG, you need to change the RWG FQDN. By
default, RWG's FQDN is rxg.local.

Navigate to System/Options, then click Edit in the Default entry at the section Device Options.

Device Options wnTest SMTP | Columns {JRefresh [3Export #¥Batch § Zoom P Help A\ Search & CreateNew

(m] Active 4 Name FQDN Time zone Country NTP SSH Port SMTP

[m] Default g local MT-D8.00) America/Los An u netspoolntparg 2 alhost:2 m el

Found

FIGURE 33 — DEVICE OPTIONS
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Enter a new name and the FQDN for your instance:

Update Default

Name [rwG-nm |
Active
FQDN |mg—mm.n.ckum:ﬂ I FQDN resolves
Time zone (GMT-08:00) America/Los Angeles v
Country United States (US) v
NTP Server rgnets.pool.ntp.org
SSH Port 2 ~
SOAP Server () enable SOAP access on port 448
Note
4
SMTP (Hide)
Server Address localhost
Server Port 25

Username

Password

Logging (Hide)

Log rotate hour 3 v ir when nightly mainte
Log rotate count 10 ~| number of archived log files t
Log level Info ~

Advanced (Show)

(W[oLEIEM Cancel

FIGURE 34 — UPDATE DEFAULT

Click Update to finish. RWG's web service will reinitialize automatically.

Next, navigate to System/Certificates, scroll down and click Create New in the section Certificates.

Certificates & Whitelist Validation Hosts | Columns LJ Refresh [ Export #¥Batch § Zoom 2 Help & Search
Active Name Subject Issuer Expiration CA EST Server
0O Found

FIGURE 35 — CERTIFICATES
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The Create Certificate form shows. Enter the following information:

« Name: Enter the name for the certificate. Here, we used the FQDN for RWG.

o CA: Select Trusted third-party

« Sign mode: Select Generate CSR and obtain certificate from Let's Encrypt

Create Certificate

Active [j

Name Irwg—mm.mckusdemos.net [

Key e e BEGIN RSA PRIVATE KEY-----
MIIEpQIBAAKCAQEA339nIJ4Eql90MzE7A4UB3R5ELodr3gy96H251/po+HnuLf js
pOoTWI4VWICYE3iBgxGxcxFkbLyHgSBO3gqDsCCw1KD6 jhgdIINnASEEVPY £quROAaG
ZXVENRazaNd6xBU+VX352/rs7pFNVsy4hdg7XiuPVI9%zYmGVz fbeJJbpAKgwhON1
NsGOWQboJ5MeHUG2002f1B5/52jo0pf /0ssv4xJTABhbfNrcN4 j8FFSAFe6r3DPD
ZWVdiPilOHKsoKHk0ik1028Q9MEXQ4052+Kq1TOEU2ZEQu3dyTgVHIYt2ZaL4 6dSH
CKkOIHb2+nZMGdBZIIE9pBkANIKzMgxNuWUsaQIDAQABAOIBAGjh3eCFRpOTYxKwd
Z20dQgG5P/PnzFSELSZeolI1d8oPQYLB7wzNIONt8zeGZi3ftrkF29SI9wDXzB1gGd
FyvgfSX2twXASAtnKFkrrK/A/DD9jND1rv5C5aHQRGNNS5m/KmBuXOnpyHRwRa39
Jn75VelsYbfaFd jOWMGUHZNminO£fxXZNLWVKRXgoiDCTh jv7mgvSMyngdtRWIhQC

Intermediate

Certificate

Trusted third-party | iocalissue

EST Server None ~ server to request a certificate from v

Certificate signing request (Hide)

Name
lnNg-mm.ruckusdemos.net l
Usage
server v
ExtendedKeyUsage (EKU) extensiol
Sign mode
l Generate CSR and obtain certificate from Let's Encrypt VJ

FIGURE 36 — CREATE CERTIFICATE
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Scroll down and enter the following information:

« Common Name (CN): Enter the FQDN for RWG.

o Country Code (C): Enter the 2-letter country code for where RWG is installed.
o State (ST): Enter the state. Do not use initials.

o Locality (L): Enter the city.

< Email address: Enter an email for contact. Do not use your personal email.

Common Name (CN)

rwg-mm.ruckusdemos.net

fully qualified domain name
Country Code (C)
us

2 letter country code

State (ST)

California

state/province

Locality (L)

Sunnyvale

city/location

Organization (O)

company

Organizational Unit (OU)

section/division

Email address

webmaster@commscope.com

f )

[@[=E1=0 Cancel

[N S,

FIGURE 37 — CREATE CERTIFICATE (CONT’D)

Click Create to finish.
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RWG will contact Let's Encrypt and send the CSR. If all is right, a new certificate entry will show in the
Certificates section.

Click Edit in the certificate entry, then mark the Active checkbox. Scroll down and click Update to finish.

Certificates @ Whitslist Validation Hosts | & Columns {J Refresh [3 Export #¥Batch § Zoom 7 Help A Search & Create New

Active Narme Subject lssuer Expiration ca EST Server

Update rwg-mm.ruckusdemos.net

Active

Name rwg-mm.ruckusdemos.net

Key === BEGIN RSA PRIVATE KEY-----
MITEpQIBAAKCAQEA339nIJ4Eql90MzE7A4URIRSELodr 3qy96H251/pot+Hnul.f j§
poTWI4VWICYE3iBgxGxoxFPkbLyHgSB0O3gDsCCwlED6 jhgd IInASEEVPYfquR0AaG
ZXVENRazaNdexBU+VX352/rs7pFNVsy4hdg7XiuPVI9z¥mGVzfbeJTbpAKgwhON1
NsGOWQboJ5MeHUG200Z£1B5/52j00pt /0ssv4xIIABhLENrcNd JBFFSAFe6r3DPD
ZWVAjPLLOHKSOoKHK0ik10Z2809MEXQ4052+KglTOEU2EQU3dYTyVHIYL2ZaL46dSH
CKKOIHb2+nZMGABZ IIE9pBRANIKZNGXNUWUSaQIDAQABACIBAGIh3eCFpOTYXKWd
£0d0qG5P/PnzFSELSZeol IdBoPOyLBTwzNIONt82zeGELIIftrkF295I9wDX2BlgGd
FyvgfSX2twXASAtnKFKrrK/A/DDYjNDLlrv5C5aHQRGHN & 5m/KmBuXOnpyHRwRa 19
Jn7sVelsYbfaFd jOWMGUHzZNminOfxXZNLWvERXqoiDCTh jv 7mgvSMyngdtRWIhQC

private key

Intermediaee === BEGIN CERTIFICATE--———
MIIFFjCCAV6gAwIBAGIRAIJErCErPDBinlU/bWLiWnX 10wDQ¥ JKoZ Thve NAQELBQAW
TzELMAKGA1UERhMCVVMxRTANBgNVBAOTIEludGVybmVOIFN1Y3VyaXR5IFI1c2Vh
cmioIEdyb3VwMRUWEWYDVOODEwxJIU1JHIFJIvb3QgWDEWHheNM j AwOTADMD AwMD AW
WheNMjUWOTE1MTYwMDAWW jAYMOswCQYDVOQGEWIVUZEWMBQGALUEChMNTGV 0T 3Mg
RWS5jenlwdDELMAKGALUEAXMCU jMwggELMAOGCSYGSIb3DQEBAQUAAS IBDWAWGYEK
AOIBAQC7AhUoZPaglNMPEUYNVILD+ILxmaZ60oinXSagqtSusxUyxra5r+XXIa9cP
RSQUVIVXIT60071kz29Y180globvUTwy 7bIcCWXPNZOOE t 2 2nwiysbvsCUTCWRF jdx
sxPnEKzhm+ /bSDtFUKWWGCFTZ JTIVWE 1 ru2P 3mBwiqVuq7 ZtDpe LQDRrKI0SZutm
NHz6aduPVymZ+DAXXbpyb/uBxalshlgSF8fnCbvxK/eG3MHacVIURUPMI SXBiLxg

IssLier

tificate {optional)

certificate ==e== BEGIN CERTIFICATE=====
MIIFMDCCBBigAwIBAgISBO7KiaFwdxHGrFNSiUDVKEUVMAOGCSqGSIbIDOEBCWUA
MDIxCzAJBGNVEAYTAIVIMRYWFAYDVOQKEW IMZXQncyBFbmNye XBOMOswCQYDVOOD
EwJSMzReFwiyMzAxMjOx0TURXMDhaFw0 yM2A0MjOxOTUXMDdaMCEXHzAdBgHVBAMT
FnJ32y1ltbS5ydWNrdXNkEW1lveySuZ X0wggEiMANGCSqGS Th3DOERBAQUAAL TRDwAW
ggEKA0TBAQDE f2cgngSq¥ 302zMTsDh TzdHkSWh2verL3o fbm¥+m] deed t +NKmhNb3
hVY¥gLITeIGDEbLF2EWRSvIeBIETeo0wILCUOPQOGEB0gicDkQRUIh+q5HOBOZ Le8Ql
FrNol3rEFT5VEfnb+uzukUlWzLiF2rteK49Uj3NIYEXN9tdklukAqrCHO3U2WY 7B
Bugnkx4dQbbTTN/UHN9La0g6l/+iyy/jEKkAGFt82tw3 iPWUVIAVIQUcMBN1ZVZM
+KUdcqygoeTSKSUTPXD0wRADg TnP4qrvM4STYRCTA3J0BUE1i3zloviplIcIgRdg

host certificate

CA, Trusted third-party ~ | local issuer {opticnal)

EST Sarver None | EST server to request a certificate from via RFC 7030

FIGURE 38 — MAKING THE CERTIFICATE ACTIVE

Now, if you close and restart your browser, the URL will show a secure SSL connection.

@& https})/rwg-mm.ruckusdemos.net/admin/menu/certificates

FIGURE 39 — A SECURE CONNECTION
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Network Topology Diagrams

RWG uses discovery protocols like LLDP or CDP to learn about infrastructure devices and to create topology

diagrams including adopted devices.

By default, all discovery protocols are disabled.

Click Network at the top menu to see the basic diagram created by RWG, showing its physical interfaces only.

System

native
(No addresses)

native
(No addresses)

native
(No addresses)

native
(No addresses)

Services Identities Policies
~,Lgb2
-~
s
~\
RS
. ‘~\
I ._lgtls‘ ~o
rWg
igb1
b = g - -
igbs,

native
192.168.5.1/24

Billing

igh0 Uplink
—_— ITF':10.0._0,144

GW.DHCP

Archives Instruments

— @D

FIGURE 40 — DEFAULT TOPOLOGY DIAGRAM

Navigate to Services/Server, then click Create New in the LLDP Servers section.

& Columns {3 Refresh [ Expont 1Batch § Zoom % Search| O Create New |

LLDP Servers

Active Mame

Auto-enable protocols LLoP coP

EDP NDP

FIGURE 41 — LLDP SERVERS

Listen-onty

Interfaces
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Enter the following information:

» Name: Enter a name for the server. Here, we kept the default name.

o Active: Make sure the checkbox is marked.

« Auto-enable protocols: You can unmark the checkbox if you define the protocols manually.
« CDP, LLDP, EDP and NDP: Mark the checkbox for the protocols you want to use.

« Listen-only: Unmark the checkbox, so RWG will be discovered by the infrastructure devices.

« Interfaces: Mark all interfaces that needs to use the discovery protocols.

Create LLDP Server

Name | default
Active
Note

4
Protocols (Hide)
Auto-enable protocols (J Auto-enable protocols based on received packets
CDP enable CDP (Cisco Discovery Protocol)
LLDP ®3]cnable LLDP (Link Layer Discovery Protocol)
EDP (O enable EDP (Extreme Discovery Prot
NDP E] enable NDP (Nortel Discovery Protocol

Ports (Hide)
Listen-only D don't transmit any packets

Interfaces Select All | None | Reset
Irgb'z fiob3 Pdigbs MRigbt FRigbo Migbs |

ports to listen and/or transmiit or

P—
(e{=r-11=8|] Cancel

),

(=

FIGURE 42 — CREATE LLDP SERVER
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After the infrastructure devices are adopted and discovered, you will see new topology diagrams in Networks.

Here we show an example after an ICX switch is adopted.

SSH@ICX 7150-B#sh 1ldp neig det
! Gols Local port: 1/1/2
Neighbor: 207c.14a2.7cel, TTL 179 seconds

ethernet 1/1/2 + Chassis ID (MAC address): 207c.14a2.7cdc
+ Port ID (interface name): igb5
[ =ah T T L. + Time to li\lfe: '180 seconds
-9 =VYPYPY PN + Port description : "Intel(R) I211 (Copper)"
1'9?12?2?0 + System name : "rwg-mm.ruckusdemos.net"
Stackable ICX7150-C12-POE + System description : "FreeBSD 13.1-RELEASE #74 7beb23cb amd64"
1 + System capabilities : router

Enabled capabilities: router
Management address (IPv4): 192.168.5.1
+ Management address (MAC address): 207c.14a2.7cel

+

Neighbor Devices

igbhs
Ethernet Interface

ethemet 1/1/2 |

FIGURE 43 — NEW TOPOLOGY DIAGRAM AND ICX NEIGHBORS LIST

You can use the dots at the bottom of the diagram to navigate between the discovered topology and the original
one showing the RWG interfaces.

The ICX switch also discovers RWG, including information of its hardware and software releases.
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RWG Software Upgrade

RWG can download new software automatically, or you can download a .ISO file manually from the RUCKUS
support site. Navigate to the RUCKUS support site at https://support.ruckuswireless.com/software, and select
RUCKUS WAN Gateway (RWG) in the dropdown list.

The Downloads tab will show the recommended ISO images. Download the latest recommended image to your
computer.

Software Downloads
try NEW advanced search

Search software name, description, product name, etc |RUCKUS WAN Gateway (RWG) v|

Product Detail

The RUCKUS WAN Gateway (“RWG") is a software platform delivering a
comprehensive set of critical Enterprise network services such as DNS,
' DHCP, routing/BGP, policy, firewall, micro segmentation, application

performance-based WAN routing, event triggers, automation, orchestration
and more. In addition, RWG offers valuable features for service providers
such as integrations with billing systems, property management systems,
guest loyalty systems, location engine, eDPSK / guest portal, and more.

EEN RWG EEN Model Name: RWG

Product Family: RUCKUS WAN Gateway (RWG)

| Recommended Software:

RwW ]
[ J
® Documents ® KBAricles | & ForumTopics = W Security Bulletins | [ Support Bulletins 2 Advanced Search
Search: Show: [All Versions v

File Tupe
RUCKUS WAN Gateway Build 14.735 (.img) 14.735 = MG 2023-05-03
RUCKUS WAN Gateway Build 14.710 (.iso) 14.710 =150 2023-05-03
| RUCKUS WAN Gateway Build 14.735 (.iso) | 14.735 150 2023-05-03

FIGURE 44 — IMAGE DOWNLOAD FROM THE RUCKUS SUPPORT SITE

You can upgrade only the RWG software, or the RWG software and OS. Before upgrading, it is recommended
that you perform a configuration backup of your system.

The upgrade process might take several minutes depending on your link speed, and RWG will be unavailable
during the process.

Navigate to System/Update and click Download Backup to backup your system. A .tgz file will be downloaded to
your computer.
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https://support.ruckuswireless.com/software

gy RUCKUS

I1SCOPE

I I RWG' 085536 AM PST rwg-home.ruckusdemos.net help malfruckus-vsz 14.479-41-g1
_ Network Services Identities Policies Billing
m R chronization Failed for Infrastructure Device ICX Stack...
Admins
>
Backup RW G
- WAN GATEWAY
5] Certificates
o
]
o
Cluster
Fleet Current W build: 14.479-41-malruckusvsz
Current OS release: 13.0-RELEASE #181
Licenses Current schema version:  20230111002045
release notes
Notes
Opticns
Arecent backup is needed to restore from a failed update.
Portals
& Download Backup
Update
Make sure that you have a verified backup before you proceed.

FIGURE 45 — DOWNLOAD BACKUP

Scroll down to see the upgrade options. You can perform three types of upgrades:

e 0OS and RWG software
e Only RWG software
e Using a local file

If you choose the options that fetch the software automatically, you need to enter your RUCKUS support
credentials. In our example we see that both the RWG software and the OS need to be upgraded. Click Update

RWG + OS.

Wg automatic OS update rWg manual update
Running outdated OS version: 13.0 Select local file
Latest supported OS version: 13.1 Choose File | No file chosen

Latest official rWg build: 14.525
B Update rwg
Enter support credentials

Email: marcelo.molinari@comn
Password:,

& Update riWg + OS

WARNING: The OS update requires downloading about 2GB and causes multiple
reboots. A few hours of downtime is possible depending on uplink speed.

rWg automatic update

Running outdated rWg build: 14.479
Latest official rWg build: 14.525
Enter support credentials
Email \marcelo.molinari@comn

Password; seesessssesses

& Update rWg

FIGURE 46 — UPGRADE RWG + OS
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Click OK to proceed. The Upgrade Log panel shows the upgrade progress. After the first reboot, you can follow
the upgrade process using the tfuf command in a SSH session to RWG.

g,

rwg-home.ruckusdemos.net says

Click OK to update the rwg software AND operating system on
rwg-home.ruckusdemos.net (10.0.0.106) by fetching the latest
version from Ruckus over the Internet. This process requires
downloading about 3GB and causes multiple reboots. A few hours
of downtime is possible depending on uplink speed. Download a
full backup before continuing if not done so already.

notify yi

Enable sute scroll down

Cancel

140200

inished. P

ake up to a fer

e times and be inaccessible

Upgrade Log

43% 56.1M 55

140250K ... 43% 67.7M 55
140300K ... 43% 93.2M 55
140350K 43% 93.1M 53

140400K ...
140450
140500K
140550K
140600K
140850k

43% 97.6M 55
43% 96.8M 5s.
43% 96.2M 58
43% 80.8M 55
44% 95.0M 55
44% 102M 55

FIGURE 47 — UPGRADE IN PROGRESS

The upgrade process completes after the 3rd reboot. The new build shows at the top menu.

I RWG’ 103353 AM PST rwg-home ruckusdemos.net help | build 14.525 ' logout admin : Q Search
_ Network Services Identities Policies Billing Archives Instruments
CPU Usage Memory Usage
CPU - Past 12 Hours Memory - Past 12 Hours
cPU Mamory
]
o 0. 6.8
3 6.004
40.
3 4.00
= a
20.0 2.00
0.0
Wod 1/18 Thut/18  Thut/1e  Thut1e  Thetis  Thutis  Thui19 Thu 119 Wad 1118 Thu11e  ThutA9  ThutA9  Thutdo  Thuifs  Thuiig Thu 118
10:34 PM 1:20 AM 2:43AM 408 AM 5:30 AM 6:53 AM 8116 AM 10:34 AM 10:34 PM 1:20 AM 243AM 406 AM 530 AM 653 AM Bi1GAM 10:34 AM
Wed 1118 Thu11®  Thu1i1  Thutie  ThutAs  Thut1s  Thu 119 Thu 1119 Wed 1118 ThU1A9  Thu1A9  ThuiAe  ThuiAe  Thuiae  Thu e Thu 119
10:34 PM 1:20 AM 243 AM 408 AM 5:30 AM 6:53 AM 816 AM 10:34 AM 10:34 PM 1:20 AM 243AM 4.06 AM 530 AM £:53AM B:16 AM 10:34 AM
IG | 4K PNG | POF G | PDF | POP OU
System Utilization Top System Processes
cPU Memory Disk Temperature Commend Wermory CcPU
mgd (perl) 40 minutes 100 MB - 10%
’ \ \ f \ \ ruby30: expire_sessions (ruby20) 39 minutes 128 MB I 3%
0 q2% 100 0 asm & 0 Ma a7 20 4c B posigres: rgd config [local] (pasty 39 minutes B2.6 MB l 3%
o8 el ruby: delayed_job.1 {niby30) 39 minutes 333 MB | 2%
{usthocalfbin/pert -w (ustocalibiny.. 58 saconds 31.8MB | 1%
40 inuken | Super Server | INSIR) Xece(R) CPU E3-1220 v6 @ 3.00GH2 x 4] INTEL SSDSCZKG240G8 XCV10100 (gessts)
ruby30: monitor_infrastructure (ru. 5 minutes 283 MB | 1%

FIGURE 48 — UPGRADE COMPLETED
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RWG Backup and Restore

You can perform a RWG configuration backup at any moment.

Also, RWG comes with a pre-configured backup routine to perform backups daily. You can change that routine
according to your needs. The backup files can be manually downloaded to your computer, or you can define a
backup server running FTP, SFTP or HTTPS, to send the backup files to an external repository automatically.

Normally, the backup files will be restored to the same RWG. It is possible to restore the backup onto a different
RWG. The destination RWG needs to run the same software version or superior, and it does not need to have
the same number or interfaces. If the number of interfaces in the destination RWG is different, a dialogue form
will propose the necessary changes in the configuration. After the restore process is completed, the destination
RWG will use the IP addresses that exist in the backup file — the ones used by the source RWG.

Backup

Navigate to System/Backup to see the backup and restore dialogue form.

Instruments

Network Services Identities Palicies Billing Archives
Backup SSH private key
Canfiguration —
[ giling Data ——
CPortals ncvzazes
[] Graph Databases B5/0yHO
Historical Data 1Dy9r/301 - 75hN
207nns
& Download Backup 5
oBz2pul
i b jop163
Restore icOPdz+
| ehoose File | Mo file chosen - Jir+dxquel/rspkaxjays /eeg

SRETPAY

or select... ebTelzhwVif0AAAAKCIhnlGIhY2E LoAE=

X Restore Backup

Backup History

Backup Time Size
Daily Backup 1 hour age 995 KB
Daily Backup  01/23/2023 04:... 974 KB

Download
download
download

Routine Backups

(0  Neme Frequency  Include  Local  Last backup Backup Servers

1 Found

Backup Servers

Name Login Routine Backups.

0 Found

4 Columns () Refresh [ Export #Batch $ Zoom 7 Help

2 Columns () Refresh [@Export #¥Batch § Zoom 7 Help

» Search &) Create New

« Search &) Create New

FIGURE 49 — BACKUP AND RESTORE
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At the top left, you can perform a manual backup and select what type of information will be included in the

backup files:

« Configuration (always checked by default)

« Billing Data

» Portals

o Graph Databases

 Historical Data

Click Download Backup to perform a manual backup. That will download a timestamped compressed .tgz file

directly to your computer.

Routine Backups are used to schedule automatic backups. Multiple routines can be created. You can define
hourly, daily, weekly and monthly backups. By default, RWG runs a daily backup routine.

The RWG configuration data is always included in the backup. As with manual backups, you can define what
additional data will be backed up. The backup files will be stored inside RWG, up to a defined number. Click
download to download a backup to your computer.

You can also define external Backup Servers, where the backup files will be sent to automatically. Backup
servers can use SFTP, FTP and HTTPS. If required, multiple backup servers can be created.

- Network Services Identities Policies Billing Archives Instruments

Backup SSH private key
Configuration — —
O giling Data uTrixg
[ Portals ReVZa2F kK4 MACHL vV
() Graph Databases bs/0yH0
Historical Data Lopsc/z0L ; S——
20Tz
& Download Backup S N N
opapsi
3 REa30cgL/ RvS IgAbrLLIgBe: Isquirjoplex
Restore icorare
Chaose File | No file chosen L lecedXEr)ir+dXqual /rspkakioys/E8Q

oRETPAS

or select... obTelzhwl]if0AAAAKe 1hnIGIBY 2t 1cAE=

XL Restore Backup

Backup History

Backup Time Size Download

Daily Backup 1 hour ago 995 KB
Daily Backup 01/23/2023 04.... 974 KB download
Routine Backups & Columns (JRefresh [3 Export #Batch § Zoom 7 Help A Search @ Create New
[ Mame Frequency  Include  Local  Last backup Backup Servers
m] aily Backup  daily
Portals
Found
Backup Servers dColumns (JRefresh [AExport #¥Batch § Zoom 7 Help “\ Search ) CreateNew
Name Login Routine Backups

FIGURE 50 — ROUTINE BACKUPS
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Restore

You can choose an external file to restore (that needs to be the compressed .tgz file), or you can select a backup

file from the list of backups stored in RWG. Click Restore Backup to execute the restore.

rwg-mm.ruckusdemos.net says

Click OK to restore rwg-mm.ruckusdemos.net (10.0.0.144)

Restore

No file chosen

or select...

configuration using the selected backup file.
WARNING: This is a destructive process. All configurations and
records, including: LIVE network settings, administrators,

v

Daily Backup @ 01/24/2023 04:00 PM

accounts, billing, certificates, etc. are removed and restored to a I

Daily Backup @ 01/23/2023 04:01 PM

prior state.

rxg.local: dailybackup @ 01/22/2023 04:01 PM

Backup History

Cancel

Backup Time Size Download
Daily Backup 1 hour ago 995 KB download
Daily Backup 01/23/2023 04:01 PM 974 KB download

Restore
Choose File | No file chosen
or select...

Daily Backup @ 01/24/2023 04:00 PM

2 Restore Backup

FIGURE 51 — SELECT THE BACKUP TO RESTORE

Right after the restore process starts, a Restore Log is shown. If required, you can download a log file to see all
the steps in the restore process.

process can take a few minutes

B Enabls auto scroll down

1234 5

21 >
2023101124 18:07:02 upgrade_custom_portals[72373] INFO
2023101124 18:07:02 upgrade_custom_portals[72373] INFO
rm: [spacelngiconsolelappicontrollersipertali*fapi_contrg
2023101124 18:07:02 - restore round robin databases was s
2023101124 18:07:02 - starting web server

2023101124 18:07:02 - launching rails cluster in production |
2023/01/24 18:07:02 - starting Heartbeatd

heartbeatd: warning: no instances running. Starting...
heartbeatd: process with pid 72382 started.

2023101124 18:07:03 - starting DelayedJob

ould

Restore Log

Restore completed successfully

The restore was successful. You may now

ontinue and navigate to other pages.

Restore Log

Enable auto scroll down

12345 ..[21] >
[T2624] * Listening on uni sock s
[72624] | WARNING: Detected 1 Thread(s) started in app boot

[72624) 1 #< 10138730 i 0.

1
[72624) * Dasmonizing..

b 2 0.4llibiactive_

2023/01/24 18:07:33 - finished launching rails cluster

| Starting rxgd

2023/01/24 18:07:34 ragd[72683] INFO> main:: daemonizing

>>»> RESTORE SUCCESSFUL <<<<

Y b:46:in “sleep’

jon_| :40 sleep> -

FIGURE 52 — THE RESTORE LOG
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Config Templates

Configuration templates are YAML definitions used to bootstrap a new RWG node, or change the configuration
of existing RWGs. The templates can be created manually, or generated automatically for any RWG scaffold, or
for the entire RWG configuration. Using config templates makes it very easy to share the entire configuration for
a complete MDU or HSP solution. The example below shows the YAML file for the VLAN Interfaces scaffold:

Vlan:

- name: VLAN 100
interface: igb5
tag: 100
autoincrement_mode: none

- name: VLAN 200
interface: igb5
tag: 200
autoincrement_mode: none
addresses:
- subnet 200

- name: VLAN 150
interface: igb5
tag: 150
autoincrement_mode: none
addresses:
- subnet 150

FIGURE 53 — CONFIG TEMPLATE FOR VLAN INTERFACES

Generate a Config Template for a Scaffold

To generate a config template, navigate to the desired scaffold, then click Export/rWg Config Template:

Subnets Filters 2 Columns_{J) Refresh [ Export ¥ Batch
[Z) CSV or XLSX
() Name a WAN Targets —
b% Wg Config Template
D Block Subnets Ubuntu Client, ICX subnet 80, ICX subnet 70, ... (6)
O block 40 & 50 subnet 50, subnet 40 Default
2 Found

FIGURE 54 — GENERATE THE TEMPLATE FOR SUBNETS FILTERS

Accept the defaults and click Export. The YAML file will be downloaded to your computer.

Subnets Filters 4 Columns {JRefresh [ Export ¥ Batch

Export Config Template

Fields Policy [ Use Default V]
Serialize If Updated After: clear (leave blank to autodetermine from init
Max Nest Level 0

FIGURE 55 — EXPORT THE CONFIG TEMPLATE
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SubnetsFilter:
- name: Block Subnets
wan_targets:
- ICX subnet 90
- ICX subnet 80
ICX subnet 70
ICX subnet 60
Ubuntu Client
- ISP 1
- name: block 40 & 50
wan_targets:
- subnet 50
- subnet 40
policies:
- Default

FIGURE 56 — TEMPLATE FOR SUBNET FILTERS

Generate a Config Template for the Entire RWG

It is also possible to generate a config template for the entire RWG. Navigate to System/Backup, then click
Generate Template at the Config Templates section:

Config Templates £3 Create Defaults ™ Show Examples | 4 Generate Template| L4 Columns () Refresh [ Export #¥Batch § Zoom 7 Help 4 Search & Create New |
. Last
O Name - Config Applied Last Result Rec

by license_key: |-
rmmelinar julTOLVeO2ye+w/doaiJKk8mXvFx5J12un/yYkOmOmBKE8n /WO JMKYWYB/ 8
at z0GH6WSCYZKGRWVP17ad9 1ViWbWr 1M1COQWSHikxSDstJ/ethxgbvnO0pG3T
C fK422F2Ge+DUD/Q1zuA/0Ogwd2 /sVex TNkxH7DkBLS VPNIBPEM2 rXx ¥ JbX9vB
8iNZ1gdghR3ZeJ49NIrZHKHIUW3 Yoqu/0GLEL 0226tV I00s YWKSXGWSEQCW
SaNPDT4+SBIJz7iqaeUNa+j%ch+Xbs5ASbIq7+EDD1SAbOwIwY1HBarDdiqd
dYc2x24ZRF7PXOXUrAg4bzObDM I KGAr syKyTNSLzM1spgi YK 3THWA+¥ 1IndXe
ugXnmPo+Qgd6eqvIA+gWyVE+AXKIInSLE+Imk5QYAWLTbAlxgPDgS0Li6NhpO
ClPCTZ6E+2aGYAxk2Br 7DxdmcUB+ES+bKp09G5pyC25jLtdTziVyo//ijpbM

| show 12681 more lines ||

FIGURE 57 — GENERATE TEMPLATE FOR THE ENTIRE SMARTZONE

After a few seconds, a new template entry will show under the Config Templates section. You can click show
more lines to see details or Download to get the YAML file.
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Upload, Test and Apply a Config Template
Navigate to System/Backup, and click Create New in the section Config Templates. Enter the following

information:
» Name: Enter a name for the template.
» File Upload: Select the YAML file with the configuration that you want to apply to RWG.

Create Config Template
Name New VLANs

Note

Upload Local Config (Hide)

File Upload Choose File Jrwg-mm.ruck..05.18-46-53ym| vami

ERB process with the ERB template engine
Recurring none v frequency to automatically fetch (if applicable) and apr
Apply Template D apply the contents of the uploaded/downloaded file or YAML field to t

Scroll down and click Create to finish.

FIGURE 58 — UPLOAD THE TEMPLATE FILE

It is possible to create recurrent templates, which will execute every hour, day, week, etc. If you mark the Apply
Template checkbox, the template will be applied to RWG as soon as it is created. Leave the checkbox unmarked

for now.

To edit an existing template, click Edit on the new entry.

<4 Create Defaults /* Show Examples 4 Generate Template [ Columns () Refresh [3 Export #¥Batch § Zoom 7 Help ‘4 Search & Create New

Config Templates

] Name Config Last Result

wlan:
- name: VLAN 100
interface: igbs
tags 100
autsinerement mode: none
- name: VLAN 200
interface: ighs

tag:

FIGURE 59 — EDIT THE TEMPLATE FILE

40 Deployment Guide © 2023 CommScope Inc. All rights reserved.



RUCKUS

COMMSCOPE

If required, you can edit the template lines directly inside the Config form.

Template (Hide)

Config

Vlan:

- name: VLAN 100
interface: igb5
tag: 100
autoincrement_mode: none

- name: VLAN 200
interface: igb5
tag: 200
autoincrement_mode: none
addresses:
- subnet 200

- name: VLAN 150
interface: igb5
tag: 150
autoincrement_mode: none
addresses:
- subnet 150

FIGURE 60 — EDIT THE TEMPLATE LINES

Click Test to verify the template syntax. That does not apply the template to RWG.

. I Create Defaults ./ Show Examples 4 Generate Template |i Columns () Refresh [ M Batch § Zoom 7 Help ‘A Search © Create New
Config Templates pl =

0O  nName Config Last Result

e ) " I:l o
Wlan:

- name: VLAN 100
interface: ighs

tag: 100

autoincrement mode: none
- name: VLAN 200
interface: ighs

tags 200
autoincrement_modes none

show 8 more lines |

FIGURE 61 — TEST THE TEMPLATE

If all is good, the test will succeed. Otherwise, edit the template and fix the error.

D New VLANs -— HERBHHAHHHHBHRURRAHHHHHHHRHH
Vlan: RESULT SUMMARY: Success
- name: VLAN 100 Test mode
interface: igb5 HER#HHHHT #H#H#H# #HH#H#H
tag: 100 [ show 4 more lines ]

autoincrement_mode: none
- name: VLAN 200
interface: igb5

tag: 200

autoincrement_mode: none

[ show 8 more lines ]

FIGURE 62 — TEST SUCCEED
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To apply the template to RWG, click Apply:

Config Templates

O Name Config

Wlan:

- name: VLAN 100
interface: igb5
tag: 100

autoincrement_mode:

- name: VLAN 200
interface: igbt
tags 200

autoincrement_mode:

show 8 more

none

nes |

I3 Create Defaults /™ Show Examples |4 Generate Template [ Columns

)Refresh [ Export #yBatch § Zoom 7 Help A Search () Create New

ore e I:l,

FIGURE 63 — APPLY THE TEMPLATE

Click OK to confirm. If all goes well, you will receive a success message:

rwg-mm.ruckusdemos.net says

Applying this template will make changes to the configuration of

this

system, potentially disrupting your access to it. Ensure you have a
valid backup of the current configuration before applying this

template.

Cancel

New VLANs -_—

Vlan:

- name: VLAN 100
interface: igb5

tag: 100
autoincrement_mode: none
- name: VLAN 200
interface: igb5

tag: 200

auteincrement mode: none

[ show 8 more lines ]

RESULT SUMMARY: Success
#ERFFARRAFFF SRR EI AR

[ show 2 mo.

e lines ]

FIGURE 64 — SUCCESS
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Basic Troubleshooting

RWG includes several tools to manage the solutions and to troubleshoot the network or client access problems.

This document covers the following tools:

o Instruments: Ping, Traceroute and DHCP Leases
« Logs: Notification logs, RADIUS logs, etc

Search Tool

Instruments

Click Instruments at the top menu to see a graph for uplink traffic, and several gauges and tables to monitor

your RWG. You can rotate among different gauges by clicking the dots.

1000180 3 [FAETE S

Systermn Network: Services dentities Palicies Billing Archives -
> .
rwg-mm.ruckusdemos.net - Uplink
Bisate - Past] Day
L Uplinkin @ Upink cut
2
g 1204
c
3 12.0M
3
2 o0
]
§ eom
g som
g womq
2004
0.0
1,198
Tue 120 2 T2 24 Tue 1 Tuerz  Wedd Wed 125 Vied 12 wed Wed12s  wed 1w Wed 1125 Wed 1 Med nZ5 Ve 12 Wed 125
ferty [N o HO0PM 1223 146 Abd P B56AM 20 8 3 it 6 2 3247m
v
Aggregate WAN Throughput D System Utilization ®
S Uploag Packsts 1 Pacean Ot U Msenary ok anur
« M \ / \ f \ | Y .o« f \ \ / \ ) T
0 s o bosam som boom s R TR o a8 w o am W E : @
™ [ om s P P
Top Connection Consumers Top Data Consumers Transient License Limits ®
> Conmectans MACH Bytes Sessions Cornecions Transa IPs T——
moore o8 szeuny (S
PISE AT | a2 41 $08us0.1 - < ’ \ l \ ’ \ t \ »
B 219603 Te 15 4790806 7630 [ 545 KB o o W o oam o o W ws o o
P— stoiienn || o5

FIGURE 52 — INSTRUMENTS

The Instruments menu has a variety of tools to help you manage and troubleshoot your network.
Here are some of the most useful tools:

MAC e DHCP * DNS: Here you can find the MAC addresses and DHCP leases for all
infrastructure devices and client devices. You can see the VLAN assignment in the DHCP
leased, and you can also convert a leased entry to a fixed IP address directly from the list of
devices.

NAT Assignments: Useful to make sure a local subnet is being NAT'ed correctly by RWG.
Route Entries: Shows the RWG routing table.

Utilities: Includes a ping and a traceroute tool.

Instruments

MAC - DHCP - DNS
Connection States
Device Sessions
Interface Assignments
NAT Assignments
Network Monitor
Route Entries

System Info

Traffic Rates

Utilities
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DHCP Leases
[0 issued = L] MAC
(] Q, 192168525
O 01/25/2023 Q, 192168510
03400 PM
O oV, Q 1685

Q, b4:79c80d 7630

Q décl9e9af6e

Q da799360186a

‘Vendor

Hostname

01/25/2023

Fixed
Pool Ethernet VLAN
Host
: )
Manag nt X (
tanag: AN

FIGURE 53 — CONVERTING A DHCP LEASE TO A FIXED HOST ADDRESS

Logs

The Archives menu include logs for most of the RWG services. Here are the most useful ones:

« Notification Logs: Here are the warning messages shown at top of the RWG Ul are stored.

» RADIUS Logs: Useful to check VLAN tag assignments.

Notification Logs
Reports

Admin Logs

« .log Files: Includes complete log files for all RWG services. Very useful to check detailed

RADIUS responses with VLAN assignments or DHCP messages.

Let’s see some examples.

Notification Logs

Connection Logs
DHCP - DNS Logs
Portal Logs
Queue Logs
RADIUS Logs
Trigger Logs
Web Logs

Jog Files

The Notification Logs show the warning messages that show at the top of the RWG Ul:

Systern MNetwork Services Identities Policies Billing _ Instruments
m NTP is not synchronized...
. o | efres
Health Notices Cure All [ dColumns {)Refresh
Created A Narne Message Severity Cured Reason
01/23/2023 11 f sing 1] V25 4] d two F il
Al P
01/23/2023N:22 schalk 49 - Fail 192 =}
nnect 68.5.24
01/24/2023 OB 62 Z 1 oF Mot
Monitor
01/24/20; Ping Target 1 Monitor Google NS 1 [8888] FLINE Not
ol, 023 Ping Target 2 Monitar oogle NS 2 | FLINE No
01, 202312 T Unr 1ak MM nnection to vszh-mm ruckusdemos.net:8443 (getaddrinfc Narning
Mame

ol 123 04:C L NTI onized rming

g, LINE Not CX TI50-B 192168 5,242 INLINE

Monitor

FIGURE 54 — NOTIFICATION LOGS/HEALTH NOTICE

25/2023 04:06
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RADIUS Logs

The RADIUS Logs show the expired VLAN Tag Assignments:

Expired VLAN Tag Assignments

Account RADIUS Server Realm Called-Station MAC

Duration

Assigned

Expired MAC VLAN Tag

01/21/2023 01:43 PM

01/21/2023 071 AM

01/21/2023 06:52 oz

QV/21/2023 06:42 AM 01/21/2023

Q, 6eb45

Group

5 hours and 30 m

ess than 1 second

ess than 1 second

han1second

ess than 1 nd

ess than 1 second

132 minutes

FIGURE 55 — RADIUS LOGS/EXPIRED VLAN TAG ASSIGNMENTS

log Files

Here you can see all details for the RADIUS and DHCP handshake:

fle-12345678 1.8 download

Date/Time Filter: to

Lines before: |0 after: |0 Q Search
280]: Signalled to terminate

280]: (42) Login OK: [368c2e7655a7] (from client 192.168.5.249/32 port 0 cli 36-BC-2E-76-55-A7) User-Name:
post_auth - performing post_auth

log_request_to_database - logging Access-Accept for username 368c2e7655a7

ppend_attributes - reply AVP: Tunnel-Private-Group-ld => %vlan_tag_assignment.tag% (301)
ppend_attributes - reply AVP: Tunnel-Medium-Type => IEEE-802

> main::append_attributes - reply AVP: Tunnel-Type => VLAN

> T |_attributes - "Onboarding Realm™ Attributes to the reply

form_vta - igning MAC 76:55:a7 to new VTA on Vlan "Onboard VLANs" with tag 301
::seedRNG - seeding rand using /devirandom

Filter:

perform_vta - trying to assign a Vlan tag

perform_vta - using Calling-Station-id as the end-user's MAC: 36:8¢c:2e:76:55:a7
nd_radius_server - found configured RadiusServer "Onboarding Realm" for the request
realm_matches_request - selected highest priority( ing Radil il "Titan" for {
realm_matches_request - request matches pattern set in RadiusSe '‘Onboarding Realm" rank({
nd_match_attributes - AVP Called-Station-ld => 34-20-E3-A8-0D-A3:Titan matches RadiusAttribute
nd_match_attributes - trying to find a i ibut set ing the request
-find_match_attributes - trying to find a RadiusAttributePattern set matching the request

file-12345678 1.8 download

Date/Time Filter:

Filter:

rg-home.ruckusdemos.net dhcpd[60944]:
ig-home.ruckusdemos.net dhcpd[60944]:
tg-home.ruckusdemos.net dhcpd[60944]:
\g-home.ruckusdemos.net dhcpd[60944):
'g-home.ruckusdemos.net dhcpd[60944]:
ig-home.ruckusdemos.net dhcpd[60944]:
Ig-home.ruckusdemos.net dhcpd[60944]:
Ig-home.ruckusdemos.net dhcpd[60944]:
Ig-home.ruckusdemos.net dhcpd[60944]:
Ig-home.ruckusdemos.net dhcpd[60944]:
g-home.ruckusdemos.net dhcpd[60944]:
tg-home.ruckusdemos.net dhcpd[60944]:
ig-home.ruckusdemos.net dhcpd[60944]:
ig-home.ruckusdemos.net dhcpd[60944]:
tg-home.ruckusdemos.net dhcpd[60944]:
ig-home.ruckusdemos.net dhcpd[60944]:
g-home.ruckusdemos.net dhcpd[60944]:
ig-home.ruckusdemos.net dhcpd[60944]:
1g-home.ruckusdemos.net dhcpd[60944]:
__tg-home.ruckusdemos.net dhcpd[60944]:

to

Lmesbelurszlrlaﬁer 0 I

DHCPREQUEST for 192.168.5.245 from 54:ec:21:04:59:30 via igh3
DHCPACK on 192.168.5.252 to 94:c6:91:15:80:87 via igh3
DHCPREQUEST for 192.168.5.252 from 94:¢6:91:15:80:87 via igh3
DHCPACK on 192.168.5.249 to 00:0c:29:84:07:bb
DHCPREQUEST for 192.168.5.249 from 00: E
DHCPACK on 192.168.5.253 to b4:79:c8:0d:76:30 via igh3
DHCPREQUEST for 192.168.5.253 from b4:79:c8:0d:76:30 via igh3
DHCPACK on 70.0.0.2 to 6e:9b:45:33:32:a0 via vlan700
DHCPREQUEST for 70.0.0.2 from 6e:9b:45:33:32:a0 via vlan700
DHCPACK on 60.0.0.3 to ae:e5:cb:69:08:2a via vlang00

Wrote 2 leases to leases file.

Wrote 0 new dynamic host decls to leases file.

Wrote 0 deleted host decls to leases file.

Wrote D class decls to leases file.

DHCPREQUEST for 60.0.0.3 from a b:69:08:2a via vlan600
DHCPACK on 192.168.5.247 to 34:20:03:28:0d:a0 via igh3
DHCPREQUEST for 192.168.5.247 from 34:20:e3:28:0d:a0 via igh3
DHCPACK on 192.168.5.242 to d4:c1:9e:9a:f6:16 via igh3
DHCPREQUEST for 192.168.5.242 from d4:c1:9e:9a:f6:16 via igh3
DHCPACK on 192.168.5.245 to 54:ec:2:04:59:30 via igbh3

FIGURE 56 — RADIUS SERVER AND DHCP SERVER LOGS
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Search Tool

The Search button at the top right corner is not for searching documents. It's for searching devices (either
infrastructure devices or client devices). You will see the identity groups, sessions in use, and policies applied to
the device. In the example we entered the IP address for an adopted ICX switch. The policy that is in use by the

device is marked active.

|||ch'

commscors

System

TSI 1cx 7150-8 [192.168.5.10] is OFFLINE...

>

UoIess

044047 PM PST rwg-mm.ruckusdemosnet

Services Identities Policies

ICX 7150-B
9

IP GROUP

DEFAULT o Default
0

default

DEFAULY GROUP

FIGURE 57 — THE SEARCH ToOL

ICX 7150-B

Webserver DDoS Abusers
2

help build 14525 logout admin

Qe

Billing Archives Instruments

Webserver DDoS Prevention
300 hits
15 nm?u‘ms

LOG HITS TRIGGER

Block Subnets

SUBNET FILTER

Cache

WEB CACHE

100%
100 %

er Device
BANDWIDTH QUEUVE

You can also search devices by MAC address, client last name or room number.
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RUCKUS solutions are part of CommScope’s comprehensive portfolio
for Enterprise environments (indoor and outdoor).

We encourage you to visit commscope.com to learn more about:

o RUCKUS Wi-Fi Access Points
e RUCKUS ICX switches

o SYSTIMAX and NETCONNECT: Structured cabling solutions
(copper and fiber)

o imVision: Automated Infrastructure Management
« Era and OneCell in-building cellular solutions

« Our extensive experience about supporting PoE and loT

Visit our website or contact your local RUCKUS representative for more information. ®
© 2023 CommScope, Inc. All rights reserved. RU c I(U S

All trademarks identified by ™ or © are trademarks or registered trademarks in the US and may be registered in other COMMSCOPE
countries. All product names, trademarks and registered trademarks are property of their respective owners.



http://www.ruckusnetworks.com/
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